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ABSTRACT

The present degree of technological advancemenbiidributing to an increased need for privacy angtection in
relation to individuals' personal data. In order t@spond to current needs, the new structure ofGlemeral Data
Protection Regulation aims to provide the requigeddelines to prevent the potential leakage of peas private data. In
the case of the accounting profession in Romahia,key scope of this paper is to provide an ovenadé the current
implementation and enforcement of the GDPR regufatas well as to provide guidelines for easier pbamce. To the
best of the knowledge of the writer, this is thetfpaper that explores the relationships betwdss tegulatory and
accounting profession in the sense of Followingeampirical review to determine the current levelkobwledge and
compliance, the findings highlighted that there wasmajor knowledge and compliance deficit in thesecaf the
accounting profession in Romania at the time ofréport, less than 2 months before the date of gtecee at EU level.

Nevertheless, this difference is predicted to desgeonce again in the coming months.
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INTRODUCTION

By raising the efficiency of our operations andrstiating economic development, the relentless foanmtion of the
economic and digital world has brought an unquestite variety of benefits. The world we see todapeahds on

technological progress: automation, artificial iigence, and information security as a result @figralized digitalization.

As part of the value creation process, technoldgioagress has changed over the last few decaemding to a
huge amount of stored and shared data. As a n@aatgards the digital economy and technologies shae and handle
data as a basis for decision-making processes,deeelopments that facilitated automation and enddbe quality of
the activities began to be adopted. Nevertheléss|atest data breach news (from businesses su¥htaso, Uber and
Deloitte) clearly shows that we often struggleeowge one of the most significant competitive adxges: data privacy. In
addition, these events show that all enterprisesnatter their size, are vulnerable. They shouldnibedful that they can

encounter a cyber attack at any moment.
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Security studies have shown a rising trend towatdt® leakage over the years, resulting in finanaiad
reputational damages, personal data and exposwensgitive data. As a result, a transparent aret@fe system should

be introduced in order to protect businesses atigidtuals at the same time.

Until now, there has been a regulation at Europguaion level introduced in 1995 on the protectiorpefsonal
data. However, along with the need for a strong®apy agenda, things have changed drastically tweryears. A new
regulation will be in force beginning in May 2018 ¢ope with existing technology and provide an apgate degree of
security. This General Data Protection Regulati@DPR) expands the previous rules by increasing ribed for
awareness, enforcement and accountability of patstata violations. This legislation has contintedyenerate anxiety
for the majority of enterprises around the worl@iothe last few years, as it affects key proceasdsthe effects of non-

compliance cannot be overlooked.

Researchers from various fields have begun to aeatpw the GDPR could affect various practiceshsag
marketing and IT, since 2016, when the legislati@s made public. Few information has, however, lpreaented on the

effect of the Legislation on accounting processesgia large amount of personal data.

This paper focuses on the processes concerningstheof personal data by accounting departmentsy asc
information from staff, clients, contractors anddhparties, as well as the influence that the enirtegislation has on the
security of this type of data. The accounting systeise a large amount of personal data becaukeiokkistence. As per
this, in order to comply with the regulation, wensiler it necessary to examine how data storageramipulation must

be done.

The main objective of the analysis is to deterntime effect of the General Data Protection Legistatialong

with the solution account, in the case of accogntiapartments.

After the legislation was made public in 2016, dah®from various fields have begun to analyze huevGDPR
could influence various practices, such as margedimd IT. However, little information has been givan the effect of the

legislation on accounting systems using a largeuwsnof personal data.

This paper focuses on the processes concerningstheof personal data by accounting departmentsy asc
information from staff, clients, contractors anddhparties, as well as the influence that the enirtegislation has on the
security of this type of data. Accounting systelstheir very nature, involve a large amount ofspeal data. As per this,
in order to comply with the regulation, we consiitenecessary to examine how data storage and miatigm must be

done.

The main objective of the analysis is to analyze #ifect of the General Data Protection Regulation
accounting departments, along with the solutioss #tcountants can use to satisfy the demandse Hiece isn't much
time until all companies that process EU citizatega must be compliant, we figured it would be uk#f look into the

current level of compliance and accountant knowdeidigndia.
LITERATURE REVIEW

As previously noted, the General Data ProtectioguRdion (GDPR) cannot be considered a new phadatan protection
(Mittal, 2017), because the existing framework'snary aim is to strike a balance between the digittonomy and

personal privacy. Personal data breaches havedahing implications that must not be ignored. Ascan see from the
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recent Equifax data breach, the personal data efr d45 milion US people was exposed due to opemeso
vulnerabilities for which the fix was not implemedtin a timely manner, enabling attackers to gsieedonal data (Hedley
and Matthew, 2017). The cumulative cost of thisdant has not been revealed because the compamgtexip incur
further expenses in the near future as a resulhisf incident. This case can be used to explainfit@ncial and

reputational implications of data security breaches

Despite the fact that the GDPR legislation was maddaic in 2016, the majority of businesses ark wtrried
about the potential effects, as previous reseagistshown (Ford and Qamar, 2017; Seo et al., 28g business models

and plans can be disrupted in the short term.

The data controller, who should be in charge ofgthgose and means of processing personal datahardhta
processor, who should process the data on behatieotontroller, are the two types of privacy ovenéatentified by
GDPR. Each actor is accountable for the persoral tiey handle in accordance with the law. Howegeren that this
regulation has yet to be enforced and that thectsirel is deemed inadequate to cover all potentiaharios and provide
little insight, especially in technical matters ugs security controls (Lindquist, 2017; Watchealet 2017; Mansfield-
Devine, 2017), there is widespread concern that iajulation could result in increased costs. Hamethere could be
long-term benefits, such as the guidelines outlimedhe legislation, which will assist businessascreating a solid
foundation for personal data protection and redycthe possibility of data breaches if security nueas are properly
enforced (Beckett, 2017). According to Zealand @0&nother advantage of GDPR is that its guidslimeprove the
speed of data normalization processes while alewiging a framework for detecting potential anoraalin a timelier

manner.

The accountability concept is one of the big imgmments, and it allows controllers to take all regdiiaction to
comply with the legislation while still showing théne company followed the rules. However, the gamrk does not
have specific instructions for demonstrating tramspcy, which is another weakness in the statutgfessional bodies,
such as the Institute of Chartered Accountants nigl&hd and Wales (2018), have begun to assist gsioieals in
compliance with the GDPR, stressing that transpgreran be demonstrated by using best practices piatacy

regulations and standards, as well as cyber sgaegtlations and standards

Another new provision of the legislation is the lspentation of the "right to be forgotten," whighesifies that
if an entity requests it, personal data retainecc@mporations, as well as any information exchangét third parties,
should be removed from their databases. This fandirengthens natural persons' ability to mortimw their personal
data is managed while also the accountability (8nbski et al., 2017). This rule does not apply, beer, in situations
where other laws specifically specify that data ningsheld for a particular amount of time. Nonetiss| although this new
definition seems clear, its practical implementatiwill result in a series of costs in the shortnteras well as a

technological outcome that is difficult to achig¥gllaronga et al., 2017).
THE GENERAL DATA PROTECTION REGULATION'S EFFECT ON ACCOUNTING PROCESSES

Accounting procedures are complicated and requiaegee amount of data obtained from many divisiohsrganizations,
and in the majority of cases, accountants must déhl personal data, such as employee data — fariss and social
contribution records, new and existing client datahether the clients are natural persons, congsltar some other third

party — and in the majority of cases, accountanistrdeal with personal data, such as employee-d&ta salaries and
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social contribution records, new and existing dlidata — whether the clients are natural persorthimregard, if the
accounts' personal data pertains to an EU entisir {processing and handling activities should H2P& compliant.
Despite the fact that the directive's primary pggds to assist companies in achieving a greated l&f control over
personal data processing, failure to comply with idgulations will result in penalties of up to 4¥annual sales, which

is out of reach for the vast majority of businesses

In the absence of a good understanding of the k&yrmation protection measures to avoid data bresch
accountants can find it difficult to apply and abvihe best practices to be in accordance witiGIDER. As a result, the
first step in implementing GDPR should be to tragtountants on how to manage and avoid data |éaksrding to the
Verizon 2017 Data Breach Investigations Reportackirs normally target HR or accounting workersaimusiness
because they are more likely to open links anctltteents. This performance tends to be very distgrlgonsidering that
these departments are in possession of vast volofmgersonal information. Furthermore, accordinghte same study,

attackers misuse poor or stolen credentials ine8tgnt of cases.

There is a high risk that GDPR compliance will hetcompletely achieved unless accountants impiwaie evel
of knowledge and skills in protecting some forncohfidential or personal data. As a result, we aghat for accountants
to be able to follow the terms of the legislatitiiey must have a strong foundation of expertisdata protection and
attack methods.

When looking at the big picture of the GDPR's rudesl principles, it can seem to be very straightfod, but
when it comes to actually raising accountants' cioosness and establishing a management systethefior to comply
with the new rules, it can be a little hazy, du¢hi® vast segregation of processes in organizatintesnational accounting
professional bodies have also begun to establisktaof realistic guidelines (ICAEW, 2018; ACCA, ZQ1to assist
accountants in making the requisite changes araynézing how they can play a critical role in priteg personal data

privacy.

Despite the fact that international professionaloaimtions are attempting to include accountinglgnce, these
recommendations are based on principles ratherdpacific rules and action plans. As a result, PR adoption will
be difficult for accountants, at least in the begig, since they will need to establish a detaftadhework of data stored

and manipulated, as well as the purposes for wthighdata will be used.

As previously stated, several researchers havenbepassess the effect of the regulation on ITvdigts and
controls in recent years, but less attention haslgaid to the changes that the GDPR may bringcéounting data
processing. We are attempting to describe the kegumting practices that use personal data irséision of the paper, as
well as how these procedures can be made to cawifiiythe regulation from the accountant's perspectHowever, we
must bear in mind that accountants' abilities ® arsd comprehend complex IT protection solutiorsrestricted, and as a

result, their competences are limited.

The following are the key activities that, in thatteors' view, will necessitate a higher level ofgity, not only

for GDPR enforcement but also to safeguard any &frcbnfidential, sensitive, or personal data:

Physical protection of mobile devices and suppgrtincuments on personal data — specific rulestiigtdaow
workers can store confidential or personal datawel as the use of passwords to access that irfitom should be

provided.
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Good passwords and best practices for keeping ictiatiesafe — workers and businesses should takeetjuired
steps to reduce the possibility of credentials ¢paitolen credentials and attacks caused by passioati are too easy to

guess.

Sending sensitive or personal data only when atedglappropriate, in which case the data shoulgédmssword

protected, such as encrypted spreadsheets and dotsym

Constantly checking the databases where persodademsitive information is held in order to findyasutdated

information or anomalies;

Maintaining and regularly reviewing any backup doeutation, as well as giving consent to the praogssf

personal and confidential information;
Responding immediately to any apparent data breaciving the Data Protection Officer;

Creating and preserving up-to-date master datadscas well as mapping information according fmagicular

reason for using such data;

Identifying all accounting processes that geneoatexploit personal data and recommending effeciizeurity

measures for those processes;
Examining all procedures for systems that use patsar sensitive data to ensure that they are GBdtRpliant.

As can be seen, the majority of the above-mentiotaidh-leakage-prevention steps are applicable &yev

department that stores or processes personalradtanly accounting departments.

The GDPR is still seen as a source of uncertaimgray businesses, as the current system seems shdal of
covering all possible scenarios. In this regard,bekeve that further problems will arise in theanéuture as a result of

attempting to comply with the regulations.
METHODOLOGY OF RESEARCH

Following our analysis of the possible effect of B® on accounting practices, we felt it was necgssadetermine the
level of knowledge of accountants and auditors aibiis new legislation. In order to do so, we caetdd a survey-based
analysis. The questionnaire was sent to 200 Romaaaountants, financial and internal auditors, egponses were

obtained between the 1st and 15th of March, just two months before the GDPR went into effect.

The aim of this survey was to assess if accourdimg) audit professionals are aware of the regulatiwh have

begun to review their practices in light of it.

The questionnaire, which consisted of 11 close-@raled semi-closed questions focusing on the respasd
interpretation of GDPR topics from the accounting\dties' perspective, was structured to coveGIIPR topics from the
accounting activities' perspective. The participamere also given the choice of selecting from r@eta of choices. We

tried to keep the number of questions to a mininmuerder to prevent any repetitive or well-knowspenses.

We took into account the fact that numerous resgofit®om practitioners in the same organization wonlpact
the research's accuracy when sending out the sultgey result, when sending the survey invitatisa,made an effort not
to send it to more than two people from the sangamization. We sent the survey out through profesdinetworks like

LinkedIn, and we used other professional groudmtb potential respondents. We did not ask theigipeints to name the
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companies they work for because we felt it was irtgrd to maintain some level of confidentiality.

We received 109 responses during the two weekshbaiarticipants completed the questionnaireafogsponse
rate of 54.5 percent, and no forms were omittechbse all of the forms received were complete and thee study's

criteria.

The respondents' professional experience ranges @moe to more than five years, with the majority36f.7
percent having between two and five years of egpes, 33 percent having more than five years ddtigal experience,

and the remaining 30.3 percent having between ndéveo years.

Furthermore, the participants work for businesgesnous types, based on the number of workersh sis small
businesses, which made up the bulk, medium-sizesihbsses, and large businesses. The distributiorespfondents’

responses to company size can be seen in the gedgh.

<100

M Identification
Of Activities
That Personal
Data Yes

M |dentification
Of Activities
That Personal
Data No

Figure 1
STUDY RESULTS AND DATA ANALYSIS

We discovered that 51.37 percent of the respondamtsmembers of accredited registered national iarinational
accounting and audit societies based on the respoms got. As stated in the previous section &f plaiper, professional
associations have begun to provide a foundatioralondividuals within and outside of organizatioto obtain a better

understanding of the effects and potential actauring the GDPR implementation.

Participants were also asked whether they work wime type of personal data, such as full namesalso
security numbers, bank account numbers, or any digails that could contribute to an individuadentity, as described
by the GDPR system. The fact that more than 83gm¢iaf respondents are working and storing sualrindtion has been

highlighted after reviewing the responses.

Another question in the survey asked whether th#icgaants were aware of the legislation, and thsults
revealed that only 61.5 percent of the participamtse. The discrepancy is important because weopeed a more in-
depth survey, which showed that of the 83 percémteople who deal with personal data, 35 percenewmaware of

GDPR until the moment they took part in the redeavchile 44 percent of those who said they doré& personal data
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reported their knowledge of the regulation. Howew&s important to note that this research wasedwvo months before
the GDPR went into practice in Romania and theaottie EU.

Due to the fact that we are primarily interestedthe possible impact of GDPR and attempting to sssse
practitioners' levels of expertise, we will begiur gtudy with only those respondents who statetltttey do use personal

data.

When asked if their employers told them about #ve, Imore than 35.15 percent said yes, 24.17 pesedththey
hope to be informed shortly, and 40.65 percent gag don't know if they will be informed or not.n&h we looked into
this further, we discovered that of the 40.65 petroé respondents, 35.17 percent operate in bus#sesith more than 250
workers. Employees in small and medium enterprise®unt for the bulk of the workforce. Given thia¢ tmajority of
respondents said their businesses had not yetheid about GDPR, we believe this is worrying, gaittirly given that it
may take some time for organizations to establiskear structure and define and comply with persdasa processing

activities. Nonetheless, we anticipate a redudtidhese disparities in the foreseeable future.

The survey's next two questions centred on thetipoarers' key behaviours that necessitated theofigersonal
data. When asked if they were able to find outy tbaid yes. So far, only 52.74 percent of those whime under the
GDPR regulation have begun to recognize and définse behaviours, while the remaining 47.26 perbemnt not. In
addition, the survey asked if the practitionersckiee their job processes for certain tasks, anddhalts revealed that
only 37.36 percent of the participants said yes. dAfe see how, as our study progressed, the infmmgap widened,
emphasizing a troubling lack of understanding aatioa plans. Nonetheless, after comparing thesdirfgs with the
company size, these results can also be clarifjetidocompany size. , we discovered that the nigjofirespondents who
reported that procedures had not been revised indskisinesses with fewer than 250 workers, wheeeeffect of GDPR

might be less severe if their primary activities apt dependent on the processing of personal data.

The table below provides more information aboutdbmposition of the responses as they apply tstlade of
the firms.

Table 1: Based on the Scale of the Firms, The Dighution of Responses

Identification of Activities that Reviewing the Policies of the Activities that the
b5 @iF e Personal Data use Personal Data
Yes No Yes No
<100 23 22 15 30
In between 100 to
250 13 8 7 13
>250 15 16 15 16
Total 51 46 37 59

As can be seen from the table above, there isfarélifce between the recognition of activities ama actual
revision of work procedures in small and mediumitesses, while the pattern in large businessestabde. Nonetheless,
the finding can be explained by the fact that,amparison to other forms of businesses, large catjpms typically keep

a full record of their operations and practices hade a higher degree of segregation.

So far, based on the survey results, we may coadhdt there is a clear awareness gap in Romanéa \ith
comes to GDPR implementation, as professionalsnateadequately trained and their practices are thotoughly
monitored to ensure compliance with the regulatidowever, we must bear in mind that there are atifew months
before the compliance date, so a reduction in #yeig expected.
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We asked the participants to respond to a querytahe security steps they are takinckeep their data safe, as
we did in the previous section of the paper abbetgroper ways in which accountants should comyllf @DPR. The
findings are depicted in Figure 2.

As can be seen from the graph, the respondenfsrpge approach is to chantheir password on a regular ba:
which is typically a necessity in the majority ofdhy's systems. However, the participants' secqtidrodemonstrate
that they are beginning to increase the securityheif accounts, whether due to password comrion constraints or not,
which is a positive point. In view of recent ransarare attacks, the third alternative could raisedaflag. Nonetheles
this finding reinforces the Verizon finding, conding that accountants are highly insecure. Secumitechments when
sending by email is a safe practice to prevent g-in-the-middle attack, but as the chart shows, only a spmlttentage ¢

professionals use this strategy.

Figure 2

Despite the fact that the list we presented isembitely completeno other responses have been received, de
the fact that the participants had the option ofuding some other security methods besides theeafoair. This gives tf

impression that they are still learning about theusity measures and the potal implications of security breach
FINAL THOUGHTS

After reviewing the possible effect of the GDPRulkagion on accounting activities, we were abledeniify the key aree
where adjustments in key accounting activities reehibn personal daiprocessing could occur. As previously sta
professional associations are attempting to proaikguate support to practitioners in order fonthe comply with the
regulations. However, enforcement would not be ifdaswithout the cooperation of trorganizations for which the
practitioners operate, as well as a smooth patiiensith IT departments, as full and total comptiannecessitate
efficient collaboration with all departments invetin the process in the fields of data collectiegouring, and human

resources.

After conducting an empirical study to determine kel of GDPR awareness among Romanian accosrdad
auditors, the findings revealed a strong knowledgp between actual practice and expectations. Hewvdefore the
deadine on May 25, 2018, there is still time and spéwe progress. Furthermore, after examining the aontants
practices in order to safeguard their operatidnsas discovered that they do not completely coimpnd the methods f

securing personal amqtivate information, as their conduct has yet tebbkance(
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Since this research was performed just a few mobtfere GDPR implementation, the authors foresee a
reduction in the information gap to be found in thenediate future, closer to the regulation's immatation deadline.
Nonetheless, we anticipate an overall improveme@accounting security standards as a result of G¥Rh will not be

limited to personal data processing.
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